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Security 
What is 'Zoom bombing' and how can I avoid it? 
Zoom-bombing is the term for when individuals "gate-crash" Zoom meetings. These uninvited 

guests share their screens to bombard real attendees with disturbing pornographic and/or 

violent imagery. Most of these are perpetrated via publicly available Zoom links; however, not all 

depending on your settings. 

Is this a security flaw with the Zoom platform? 
The easy answer is, no. The idea of bad actors hijacking virtual meetings is not new - it is simply 

more prevalent due to increases in usage. Zoom is a fully encrypted platform with industry 

leading security protocols in place. If you are interested in learning more about these security 

features, please check out this article from Zoom. 

What are the security settings that I can use to protect my 
meetings? 
Zoom has rich security controls to stop this from happening. For a detailed guide on how to 

secure your meetings, check out Zoom's official security recommendations. Overall, the best 

practices for securing your meetings are as follows: 

• Make all conference meetings password protected.

• Discourage sharing meeting links on public-facing platforms.

• Enable/Assign a Co-Host that has the same administration duties while the

administrator/host presents.

• Disable the Allow Removed Participants to Rejoin option, which prevents those kicked

off the call to come back.

For even more meeting security, you can: 

• Disable all non-host screen sharing capabilities, making sure screen share capabilities

remain host-only.

• Enable the “Waiting Room” feature, which allows hosts of the meetings to see

participants in a virtual staging area so they can be vetted before joining.

Just know that the second set of recommendations may make it more difficult for actual invited 

participants to share appropriate content in your meeting. 

If you still have concerns on securing your meeting, you can contact Zoom support directly for 

further assistance. 

https://blog.zoom.us/wordpress/2020/03/20/keep-the-party-crashers-from-crashing-your-zoom-event/
https://blog.zoom.us/wordpress/2020/04/01/facts-around-zoom-encryption-for-meetings-webinars/
https://blog.zoom.us/wordpress/2020/03/20/keep-uninvited-guests-out-of-your-zoom-event/
https://support.zoom.us/hc/en-us/requests/new
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